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Abstract. The article addresses the pressing problem of digital transformation in 

the electric power industry  overcoming the semantic and architectural fragmentation of 
information models used at different levels of process control. The current practice of 
building automated process control systems (APCS) is characterised by a rigid dependence 
on proprietary platforms and development environments of specific vendors (vendor 
lock-in), which leads to high engineering costs, errors in manual configuration alignment 
and hinders the adoption of intelligent assistants. The work proposes an architectural ap-
proach based on deep integration of the IEC 61850 (system model and data) and IEC 
61131-3 (application control programs) standards, with a view to including CIM (IEC 
61970/61968) for describing the controlled object. The key elements of the solution are a 
vendor-independent system configurator that produces a unified system description (SCD 
file) and a virtualised controller platform (VirtualPLC) that provides hardware abstraction. 
To validate the concept, a prototype of an open controller (IED) has been developed. Its 
architecture includes a supervising hypervisor, isolated runtime environments for loading 
compiled functional modules corresponding to IEC 61850 logical nodes, and a unified data 
bus based on ZeroMQ that connects the application layer with protocol adapters and phys-
ical I/O. As an illustrative example, the implementation of a drum level control function 
for a boiler is considered through a dedicated logical node HLCN, the interface of which 
is mapped to an executable PID controller module. The scientific novelty of the work lies 
in the development of a seamless model-driven approach that enables automatic generation 
of controller configurations directly from the system description, thereby eliminating man-
ual operations and reducing the risk of inconsistencies. The obtained results demonstrate 
the fundamental feasibility of creating an open, scalable and competitive environment for 
integrating solutions from multiple vendors, and also lay the groundwork for deploying AI 
assistants that operate on a unified semantic model throughout the entire system life cycle. 
Further research is directed towards formalising IEC 61850 extensions and integrating with 
CIM for building full-fledged digital twins. 

 
Keywords: controller virtualization; cross-standard integration; IEC 61131-3; IEC 

61850; information model; open architecture; programmable logic controller; system con-
figurator. 
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